
Page 1 of 18 
Review period: 01- 30 June 2024                                                                                                                                                                                          
Due for review: June 2025    
Version 1.1: 21 December 2024 
  

 

 

 

 

QUEEN ETHELBURGA’S COLLEGIATE 

DATA PROTECTION AND PRIVACY POLICY 

 
Review 
period:  
01-30 June 
2024 
 
 
Due for 
review: 
June 2025 

This policy has due regard to all relevant legislation and 
statutory guidance including, but not limited to, the 
following:   

Education (Independent School Standards) Regulations 
2014 

Keeping children safe in education (DfE, 02 September 
2024, updated 03 September 2024) (KCSiE)   

Working together to safeguard children (DfE, 26 March 
2015, updated 23 February 2024) 

The National Minimum Standards for Boarding Schools 
(DfE, in force from 5 September 2022) Part A: Governance, 
leadership and management 

Statutory framework for the Early Years Foundation Stage 
(DfE, 04 September 2023, updated 01 November 2024) 

General Data Protection Regulation 2016 

UK General Data Protection Regulation (UK GDPR, 1 
January 2021) 

Data Protection Act 2018 (DPA) 

Education and Skills Act 2008 

Education Act 2002, Section 80A; and Sections 403, 406 and 
407 of the Education Act 1996 

Children Act 1989 

Equality Act 2010, Part 6, chapter 1 

Children and Families Act 2014 

Children and Social Work Act 2017 Sections 34 and 35 

To be viewed alongside 
the following related 
policies and 

documentation:    
Acceptable Use Policies – 
staff and student 
 
Anti-bullying Policy 
 
CCTV Policy  
 
Child Protection and 
Safeguarding Policy 
 
Equality, Diversity and 
Inclusion Policy 
 
E-safety -Digital Wellbeing 
Policy 
 
First Aid Policy 
 
Medical Policy  
 
Pastoral Care Policy 
Statement 
 

Publication 
and 
availability 
for Staff, 
Parents, 
Carers and 
Prospective 
Parents: 

This policy is 
published on 
the QE 
website and 
on the parent 
portal. It is 
available to 
staff on 
SharePoint. 
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This policy has regard to the following guidance and 
advice: 

The Independent School Standards - Guidance for 
independent schools (April 2019) 

Equality Act 2010: advice for schools: departmental advice 
for school leaders, school staff, governing bodies and local 
authorities (DfE, May 2014) 
 
SEND code of practice: 0 to 25 years (DfE and DHSC, 11 June 
2014, updated 12 September 2024) 
 
Guide to the UK General Data Protection Regulation (UK 
GDPR) | ICO 
 
UK GDPR data breach reporting (DPA 2018) | ICO 
 
Responding to a cybersecurity incident | ICO 
 
Accountability Framework | ICO 
 
Information sharing advice for safeguarding practitioners 
(DfE, 26 March 2015, updated 01 May 2024) 
 
Data protection in schools - Guidance (DfE, 3 February 
2023, updated 18 December 2024) 
 

Privacy Notice for Staff 
 
Privacy Notice for Parents, 
Guardians and Students 
 
Safer Recruitment Policy 
 
Staff Code of Conduct 

 

 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/800615/Independent_School_Standards-_Guidance_070519.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/800615/Independent_School_Standards-_Guidance_070519.pdf
https://www.gov.uk/government/publications/equality-act-2010-advice-for-schools#full-publication-update-history
https://www.gov.uk/government/publications/equality-act-2010-advice-for-schools#full-publication-update-history
https://www.gov.uk/government/publications/equality-act-2010-advice-for-schools#full-publication-update-history
https://www.gov.uk/government/publications/send-code-of-practice-0-to-25
https://www.gov.uk/government/publications/send-code-of-practice-0-to-25
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations-2/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/media/for-organisations/documents/2614816/responding-to-a-cybersecurity-incident.pdf
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/accountability-framework/
https://www.gov.uk/government/publications/safeguarding-practitioners-information-sharing-advice
https://www.gov.uk/government/publications/safeguarding-practitioners-information-sharing-advice
https://www.gov.uk/guidance/data-protection-in-schools
https://www.gov.uk/guidance/data-protection-in-schools


Page 3 of 18 
Review period: 01- 30 June 2024                                                                                                                                                                                          
Due for review: June 2025    
Version 1.1: 21 December 2024 
  

 

QUEEN ETHELBURGA’S COLLEGIATE 

DATA PROTECTION AND PRIVACY POLICY 
 

1. Introduction  

1.1. This policy applies to each of Queen's Kindergarten, Chapter House Preparatory 
School, King's Magna Middle School, Queen Ethelburga's College, The Faculty 
of Queen Ethelburga's and Queen Ethelburga’s Services - hereafter referred to 
as “the Collegiate”. Staff from across the Collegiate are collectively known, and 
will be referred to, as “Team QE”. This policy also applies to Queen 
Ethelburga’s holiday programmes, including Holidays@QE; QE Short Courses 
and International Summer School; and Camp QE. 

1.2. The Collegiate or relevant part thereof is required, as part of its day-to-day 
operations, to process personal data about its current, prospective, and former 
students and their parents, its current, prospective, and former staff, its 
suppliers/contractors, its current and prospective stakeholders and supporters, 
and other third-party individuals connected to the Collegiate.  

1.3. In doing so, the Collegiate is legally obliged to comply with the UK General 
Data Protection Regulation (UK GDPR, 1 January 2021) and the Data 
Protection Act 2018 (DPA).  

 
2. Aims 

2.1. This policy provides such information as is necessary to assist those persons 
using it, to fulfil their obligations. It confirms that the commitment of the 
Collegiate Board is to ensure that the Collegiate complies with all current 
legislation, responsibilities, and arrangements, together with the monitoring 
thereof.  

3. Duties  

3.1. Personal data is any information which relates to an identified or identifiable 
living individual.  
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3.2. This policy sets out the basis on which any personal data the Collegiate collects, 
or that is provided to the Collegiate, will be processed by the Collegiate.   

3.3. The following should be carefully read to ensure the understanding of the 
views and practices of the Collegiate regarding personal data and how the 
Collegiate will process it. 

3.4. An organisation that handles personal data and makes decisions about its use is 
known as a Data Controller. For the purposes of the UK GDPR, the Data 
Controller is the Collegiate (see paragraph above), Thorpe Underwood Hall, 
Ouseburn, York, YO26 9SS.  For the purposes of the UK GDPR and the DPA, the 
Data Protection Officer (DPO) is Mr Richard Holdsworth. He can be contacted 
on dpo@qe.org .   

 
4. Definitions  

4.1. Key data protection terms used in this data protection policy are:  

4.1.1. Data controller – a person or body that determines the purpose and 
means of the processing of personal data, and who is legally responsible 
for how it is used. For example, the Collegiate is a controller. An 
independent contractor who makes their own such decisions is also, 
separately, likely to be a data controller. 

4.1.2. Data processor – an organisation that processes personal data on behalf 
of a data controller, for example a payroll or IT provider or other supplier 
of services with whom personal data may be shared but who is not 
authorised to make any decisions about how it is used. 

4.1.3. Personal data breach – a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or 
access to, personal data. 

4.1.4. Personal Data - any information relating to a living individual (a data 
subject) by which that individual may be identified by the controller. That 
is not simply a name but any form of identifier, digital or contextual, 
including unique ID numbers, initials, job titles or nicknames.  
Personal information will be created almost constantly in the ordinary 
course of work duties (such as in emails, notes of calls, and minutes of 
meetings).  

The definition includes expressions of opinion about the individual or any 
indication of the Collegiate’s, or any person’s, intentions towards that 
individual. Processing – virtually anything done with personal information, 
including obtaining or collecting it, structuring it, analysing it, storing it, 
sharing it internally or with third parties (including making it available to 
be viewed electronically or otherwise), altering it or deleting it. 

 

 

mailto:dpo@qe.org
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4.1.5. Special categories of personal data – data relating to racial or 
ethnic origin, political opinions, religious or philosophical 
beliefs, trade union membership, health and medical 
conditions, sex life or sexual orientation, genetic or biometric 
data used to identify an individual.  

4.1.6. There are also separate rules for the processing of personal 
data relating to criminal convictions and offences. 

4.1.7. Virtually any information about someone is likely to be 
personal data and examples are listed below:  
• Contact details and other personal information held about pupils, 

parents, prospective parents and staff and their families.  

•  Information about a child protection incident.  

• Emails expressing opinion or intention in relation to a person.  

• A record about disciplinary action taken against or an investigation 
into a member of staff. 

• Photographs, video images or voice recordings of pupils or staff.  

• Financial records.  

• Records of staff sickness absence or leave. 

5. The Principles  

5.1. The GDPR sets out six principles relating to the processing of personal data 
which must be adhered to by data controllers (and data processors).  

5.2. These require that personal data must be:  

5.2.1. Processed lawfully, fairly and in a transparent manner. 

5.2.2. Collected for specific and explicit purposes and only for the purposes it 
was collected for. 

5.2.3. Relevant and limited to what is necessary for the purposes it is 
processed. 

5.2.4. Accurate and kept up to date. 

5.2.5. Kept for no longer than is necessary for the purposes for which it is 
processed.  

5.2.6. Processed in a manner that ensures appropriate security of the 
personal data.  

5.3. The GDPR's broader 'accountability' principle requires that the Collegiate 
processes personal data in a fair and legal manner and can demonstrate that 
our processing is lawful.  
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6. Personal data the Collegiate may process 

6.1. Personal data processed by the Collegiate can take many different forms. It 
may be factual information, opinions, images, or other types of information 
about the data subject.  

6.2. The Collegiate may collect and process, for example, the following 
information/data: 

6.2.1. For all, general personal data such as name, address, contact details 
(including, without limitation, telephone number, mobile telephone 
number, email address). 

6.2.2. For staff and contractors or other suppliers, additional information 
required for their employment/appointment including images, audio 
and video recordings and biometric data, Disclosure and Barring Service 
record checks (as legally required for the purposes of working with 
children) and/or basic checks for confirming suitability for the post. 

6.2.3. For students, admissions, academic, pastoral, disciplinary and other 
education related records, information about special educational needs, 
references, examination scripts and marks, images, audio and video 
recordings and biometric data. 

6.2.4. For parents and/or guardians, and agents, employment details and 
financial information.  

6.2.5. Sensitive personal data processed by the Collegiate about an individual 
includes data concerning their physical or mental health or condition, 
ethnic group, religious beliefs, political beliefs, criminal records and 
proceedings, trade union membership and relevant medical 
information. 

6.2.6. CCTV images for security purposes, health and safety obligations and 
insurance requirements. 

6.3. Generally, the Collegiate collects personal data it processes directly from the 
subject of that data (or, in the case of a student, his/her parents, guardians or 
agents) (Data Subject). However, the Collegiate may receive information about 
a Data Subject from third parties including, for example, the Disclosure and 
Barring Service, referees, business partners, sub-contractors, search 
information providers, credit reference agencies.  

6.4. Personal data held will be adequate, relevant, and limited to what is necessary 
in relation to the purposes for which it is processed (Data Minimisation).  

6.5. Data will be retained in line with the Collegiate’s Data Retention Policy.  Copies 
of the Data Retention Policy can be provided by contacting the DPO at 
dpo@qe.org.   

 

mailto:dpo@qe.org
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7. Purposes for which information/personal data collected may be used 

7.1. Personal data (including sensitive personal data, where appropriate) is 
processed by the Collegiate in accordance with the relevant legislation for the 
following purposes: 

7.1.1. The provision of education including the registration of prospective 
students and administration of the admissions process; administration 
of the schools’ curriculum and timetable; administration of student 
entries to public examinations, reporting upon and publishing the 
results; providing references for students and preparation of 
information for inspections. 

7.1.2. The provision of educational support and ancillary services including 
the provision of pastoral care, welfare, health care services and 
maintenance of discipline; provision of careers and library services; 
administration of school trips; boarding house administration; 
monitoring of student’s e-mail communications, internet use and 
telephone calls. This may include online identifiers. 

7.1.3. Information required by the UK Visas and Immigration, where 
applicable. 

7.1.4. The general administration of the Collegiate including the compilation 
of student records; the administration of invoices, fees, bursaries, 
awards, and accounts; the management of the Collegiate’s property; the 
management of security and safety arrangements (including use of 
CCTV); the administration and implementation of the policies of the 
Collegiate and other reasonable purposes related to the operations of 
the Collegiate. 

7.1.5. The protection and promotion of the legitimate interests and 
objectives of the Collegiate including the publication of its website, the 
prospectus, publications, fundraising for charitable and other purposes, 
the maintenance of historic archives and communicating with former 
students. 

7.1.6. Compliance with the Collegiate’s contractual and other legal obligations. 

7.1.7. The administration of the staff, agents, and suppliers of the Collegiate 
including recruitment of staff / engagement of contractors. This will 
include compliance with Disclosure and Barring Service checks, or such 
similar checks or services, payroll administration, pension 
administration, health administration, health insurance/benefits, 
training and appraisal including performance and disciplinary records 
and equal opportunities monitoring, and the maintenance of 
appropriate human resources records for current and former staff and 
providing references. 
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8. Testing and Examinations 

8.1. To administer national tests, the Collegiate are required to pass on some 
personal data to the bodies responsible for the National Curriculum and 
associated assessment arrangements. Parents are informed that, if the 
Collegiate is not granted permission to pass on such personal data (whether via 
the Parent Portal or otherwise), it is unable to enter the student for public 
examinations.  

8.2. The results of national tests are passed on to the Department for Education 
(DfE) to compile statistics on trends and patterns in levels of achievement, to 
evaluate the effectiveness of the National Curriculum and the associated 
assessment arrangements, and to ensure that these are continually improved. 
The Collegiate will provide only information required by law to any 
Government Agency or the like.  

 
9. Processing of Personal Data 

9.1. The purpose for collecting data will be clearly identified. The Collegiate will 
only process personal data for the purpose(s) for which it was originally 
acquired, or which have subsequently been notified to the Data Subject (and as 
outlined in this policy) and will not process it for any other purpose without 
permission, unless permitted to do so under the relevant legislation or required 
to do so by law. The Collegiate may communicate with Data Subjects by post, 
email, telephone, SMS (or other electronic messaging service).  

9.2. The Collegiate will obtain personal data only by lawful and fair means, and, 
where appropriate, with the knowledge and consent of the individual 
concerned. Some data may already have been made public by the Data Subject, 
but where a need exists to request and receive the consent of an individual 
prior to the collection, use or disclosure of their personal data, the Collegiate 
will seek such freely given consent. Such consent can be withdrawn at any 
time.   

9.3. Personal data shall only be disclosed to those staff members, contractors, 
subcontractors, suppliers, or agents who need to access the personal data to 
carry out the purposes for which it was acquired. The Collegiate adopts 
appropriate reasonable physical, technical, and organisational security 
measures to ensure that personal data is kept secure and not processed 
without proper authority. Where appropriate, the Collegiate will use 
encryption of information.  

9.4. The Collegiate will not transfer personal data outside of the European 
Economic Area unless it is satisfied that the Data Subject’s rights under the 
relevant legislation will be adequately protected. The Collegiate would seek 
permission from an individual and, in the case of a student under 16, his/her 
parents/guardian before allowing that person to feature particularly 
prominently in documentary films or articles for which the Collegiate may give 
permission.  
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9.5. When processing personal data for the purposes set out above, the Collegiate 
may communicate by post, email, and SMS (or other electronic messaging 
service) and may make use of cloud computing services. 

 
10. Staff Training 

10.1. Staff handling personal data will have their responsibilities under this policy 
outlined to them as part of their induction and as part of procedural update 
training.   

10.2. Training will include the following elements, as appropriate to the role of the 
staff: 

10.2.1. Employees' duty to use and permit the use of personal data only by 
authorised persons and for authorised purposes. 

10.2.2. The need for, and proper use of, the forms and procedures needed to 
implement this policy. 

10.2.3. The correct use of passwords, logging out, and other access 
mechanisms. 

10.2.4. Secure storage of manual files, printouts, and electronic storage media. 

10.2.5. The need for appropriate safeguards for all transfers of personal data 
outside the internal network and physical Collegiate premises. 

10.2.6. Proper disposal e.g., by shredding. 
 

11. The Collegiate may share personal data with certain third parties 

11.1. From time to time, the Collegiate may pass personal data (including sensitive 
personal data where appropriate) to third parties, including local authorities; 
other public bodies (e.g. the DBS, UK Visas and Immigration, HM Revenue and 
Customs, Department for Education and Department for Work and Pensions); 
independent school bodies such as the Independent Schools Inspectorate and 
the Independent Schools Council; health professionals; insurers; debt 
collection agencies; former and prospective schools and employers; other 
associated businesses; and the Collegiate's professional advisers who will 
process the data:  

• to enable the relevant authorities to monitor the Collegiate's 
performance; 

• to compile statistical information (normally used on an anonymous 
basis); 

• to secure funding for the Collegiate or student, on behalf of 
individual students; 
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• to safeguard students' welfare and provide appropriate pastoral 
(and, where relevant, medical) care; 

• where specifically requested by students and/or their parents or 
guardians; 

• where necessary in connection with learning and co-curricular 
activities undertaken by students;  

• to enable students to take part in public examinations and other 
assessments and to monitor their progress and educational needs; 

• to obtain appropriate professional advice and insurance for the 
Collegiate; 

• to collect outstanding debts; 

• where a reference or other information about a student or former 
student is requested by another educational establishment or 
employer to whom they have applied; 

• to process payroll and charitable awards; 

• where otherwise required by law, regulation, or court order; and 

• where reasonably necessary for the operation of the Collegiate and 
employment of its staff.  

11.2. If appropriate, safeguards such as anonymisation or pseudonymisation will be 
employed to remove the possibility of identification.  

 

12. Staff Information 

12.1. Data concerning staff will be confidentially and securely stored, in personal 
files, which are subject to access only by those needing to work with them.  

12.2. To comply with regulations governing staffing of schools, a Central Register of 
key professional information is kept, with restricted access. Staff may ask to 
see their personal files, except for any data which might compromise another 
individual’s right to privacy or make it difficult to detect a crime. 

12.3. Applicants for jobs will be made aware of what information is being collected, 
and why, and respect for personal privacy will be observed.  

12.4. Legal obligations for disclosure of information will supersede the protection of 
privacy unless they are subject to an exemption.  

12.5. Data collected for monitoring purposes will be retained only for the 
designated purpose, will be kept securely, and will be destroyed securely, 
once no longer needed. 
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13. Parent Portal 

13.1. The Collegiate operates an online Parent Portal, which provides a secure 
environment for communicating with parents and guardians, including in 
relation to authorisations for extra lessons, activities, and personal weekend 
visits, along with providing school reports, examination results, policies and 
allowing other correspondence between the Collegiate and 
parents/guardians. 

13.2. Due to the nature of this system, certain personal data may be accessible by 
those persons granted access to the system.  

13.3. The Collegiate will therefore only grant access to, and add personal data to, 
the Parent Portal with consent. Consent will be expressly given in writing by 
the joint signatories on the registration form enrolling a student with the 
Collegiate, and the Collegiate may enter any personal data provided on such 
form and subsequently provided by a joint signatory thereto onto the Parent 
Portal unless notified otherwise or if consent is at any time withdrawn.  

13.4. If access to the Parent Portal or personal data, or information contained 
therein is to be restricted (such as, for example, following family breakdown) 
the Data Subject and/or parent/guardian should immediately contact the 
Principal. 

 
14. Rights of access to personal data 

14.1. Data Subjects have certain rights under the relevant legislation, including a 
general right to be given access to personal data held about them by any Data 
Controller.  Certain conditions apply in relation to the making of a subject 
access request, and further information can be obtained from the DPO. 

14.2. If individuals wish to access their personal data held by the Collegiate or, in 
the case of parents/guardians, if they wish to access personal data held about 
their child or a student for whom they have parental responsibility, then a 
request should be submitted to the Principal or DPO in writing, and the 
Collegiate is entitled to ask for any further information, reasonably required, 
to locate the information and satisfy itself about the identity of the person 
making the request. 

14.3. There is no charge for access to information under the UK GDPR and DPA, 
unless the request is deemed excessive, in which case the Collegiate may 
charge an administration fee for providing this information.  

14.4. The Collegiate aims to respond to such subject access requests as quickly as 
possible, and within one month of any requested further information 
regarding the identity or location of the information being received (unless an 
exemption from the right of access under the UK GDPR and DPA applies).  
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14.5. If it is not possible to respond fully to the request within one month, the 
Collegiate will acknowledge receipt of the request, giving reasons for the 
refusal and any procedures available for appealing the decision, an estimate 
of costs to be paid where the request is excessive in nature, and an estimated 
date by which any remaining responses will be provided. 

 
15. Children 

15.1. As a general guide, by the age of 13 an individual is deemed by the Collegiate 
to have sufficient maturity to understand his/her rights and to make an access 
request although the Collegiate will consider such requests on a case-by-case 
basis. If the individual cannot understand the nature of the request, someone 
with parental responsibility can ask for the information on the child’s behalf 
and receive the response.  

15.2. When a request is received from a child, for access to their own information, 
those responsible for responding should consider whether: 

15.2.1. the child wants their parent (or someone with parental responsibility 
for them) to be involved in the request; and 

15.2.2. the child properly understands what is involved in making the request 
and the type of information they will receive. 

15.3. Where the response includes information about another individual, the 
request will be considered carefully. There is a duty to consider the rights of 
the individual making the request and the privacy of any other individuals who 
may be identified. 

15.4. Under the subject access right, parents will only be able to see all the 
information about their child when the child is unable to act on their own 
behalf or gives their consent. They should be aware that they may not be 
consulted.  

 
16. Rights of access to educational record 

16.1. The Collegiate recognises that a parent has the right to access their child’s 
educational record. The educational record is confined to information that 
comes from a teacher or other employee of a school, the child, or their 
parents. Communications about a particular child from head teachers and 
teachers at a school, and other employees at an education authority, will 
therefore form part of that child’s official educational record, as will 
correspondence from an educational psychologist engaged by the Principal 
under a contract of services. It may also include information from the child 
and their parents, such as information about the health of the child. 

16.2. Information kept by a teacher solely for their own personal use does not form 
part of the official educational record. 
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16.3. The Collegiate will respond to requests for information from students, or 
parents, for information that contains, wholly or partly, an educational record 
within 15 working days.  

16.4. Requests from parents to view their child’s educational record, or from 
students, or someone acting on their behalf, requesting personal information, 
should be dealt with by the Principal.  

 

17. Withholding of Information 

17.1. The Collegiate may withhold certain information if the information relates to: 

17.1.1. information which might cause serious harm to the physical or       
mental health of the student or another individual; 

17.1.2. cases where the disclosure would reveal a child is at risk of abuse; 

17.1.3. information contained in adoption and parental order records; 

17.1.4. information given to a court in proceedings under the Magistrates’ 
Courts (Children and Young persons) Rules 1992; 

17.1.5. copies of examination scripts; and 

17.1.6. providing examination marks before they are officially announced. 

 
18. Rights to withdraw consent, prevent direct marketing, correct inaccuracies, request 

erasure and the right to data portability under UK GDPR 

18.1. Under UK GDPR and DPA, permission to process personal data for purposes of 
fundraising or direct marketing can be withdrawn by the Data Subject. Where 
marketing is carried out in a business-to-business context, there is no legal 
requirement to obtain an indication of consent to carry out marketing to 
individuals, if they are given the opportunity to opt out.  

18.2. The Collegiate will adopt all necessary measures to ensure that the personal 
data it collects, and processes is complete and accurate in the first instance 
and is updated. Individuals have the right to request that personal data that is 
inaccurate or incomplete be amended or removed. This should be done within 
one month of the request unless it is complex.  

18.3. Under certain conditions, a request can also be made to erase personal data 
(including by any third party who processes or uses that data on behalf of the 
Collegiate), if there is no longer any legitimate reason for it to be retained or a 
further exemption applies.  

18.4. Data Subjects have the right to obtain, reuse and transmit their data to 
another data controller free of charge.  
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Data subjects can therefore receive personal data which they have provided 
to the Collegiate in a structured and commonly used and machine-readable 
format if the data is in automated form and can request the Collegiate to 
transmit it to another data controller. 

18.5. The Collegiate will respond to requests for portability without undue delay 
and within one month. This can be extended to two months where the 
request is complex, or several requests are received.   Any refusals will be 
explained, and the data subject will be advised of their right to complain to 
the Information Commissioners Office (ICO). 

 
19. Data Retention 

19.1. Data will be retained only for as long as is necessary, either for the purpose 
for which it was intended or to meet statutory obligations (See examples in 
Appendix). It will be disposed of securely, when no longer needed.   The Data 
Retention Policy is in operation which contains, in more detail, the statutory 
requirements for all data processed by the Collegiate.  Copies of this policy 
can be requested by contacting the DPO at dpo@qe.org. 

 
20. UK Visa and Immigration Requirements 

20.1. The Collegiate is required to see and keep copies of personal documentation 
to meet its obligations as a sponsor of Child Student Visas. Such data will be 
stored for this purpose and shared with the UKVI on demand, and with any 
professional service supporting the Collegiate in the delivery of its sponsor 
responsibilities.  

 
21. Data Breach 

21.1. The UK GDPR and DPA 2018 places an obligation on organisations to report 
data breaches that reach certain thresholds and subject to certain exceptions, 
for example, where the compromised data was rendered intelligible due to 
encryption.  

21.2. A data breach that is likely to result in a risk to the rights and freedoms of 
individuals must be notified to the appropriate authority (ICO) normally within 
72 hours of the Collegiate becoming aware of the breach. Where that is a high 
risk, individuals will be notified directly and without undue delay. 

21.3.  Any individual who suspects that a personal data breach has occurred, e.g., 
due to theft or accidental loss should notify the DPO immediately, providing a 
description of what has occurred. All reported incidents will be investigated, 
to confirm whether a personal data breach has occurred, and appropriate 
action will be taken. 

 

mailto:dpo@qe.org
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22. Identification of a data breach 

22.1. Data breaches or near misses may be identified as part of everyday business. 
They may be identified by staff; by a parent or pupil making the Collegiate 
aware; or by a third party like the local authority. 

22.2. Where a data breach is identified the DPO must be informed immediately – 
dpo@qe.org. The DPO will investigate the occurrence and complete a risk 
assessment to determine the notification requirements.  

22.3. Following a data breach, the controls in place will be reviewed by the DPO. 
The review will consider if the data breach could have reasonably been 
avoided, and identify steps needed to be taken to avoid a recurrence.  

 
23. Queries and Complaints 

23.1. Any queries on this policy should be directed to the DPO at dpo@qe.org . If an 
individual believes that the Collegiate has not complied with this policy or has 
acted otherwise than in accordance with the relevant legislation, they should 
utilise the Collegiate complaints procedure, available on the Parent Portal or 
on request.  Data Subjects also have the right to complain to the ICO. 

 
24. Sharing of data and confidentiality   

24.1. This policy has been reviewed in accordance with the Data Protection Act 
(2018) and the UK General Data Protection Regulation (UK GDPR, 1 January 
2021). More information about UK GDPR can be obtained from the 
Information Commissioner’s Office (ICO) website.  

24.2. The Collegiate accepts it has a duty of care to ensure individuals’ data is kept 
safe and secure and the Collegiate privacy notices for staff, parents and 
students provide information regarding the personal information we collect 
and hold; what we do with it; who we can share it with; and how long we 
retain data.  

24.3. A privacy notice is available to view on the Collegiate website.  

24.4. The Collegiate has a Data Protection Officer (DPO) who can be contacted 
directly at dpo@qe.org. 

24.5. When sharing confidential information about a member of staff or student, 
the Collegiate has regard to its responsibilities under the Data Protection Act 
(2018) and to the UK General Data Protection Regulation (UK GDPR, 1 
January 2021), and where relevant, the Education (Pupil Information) 
(England) Regulations (2005). Data Protection does not prevent the sharing of 
information for the purposes of keeping children safe.  

 

https://www.qe.org/home/about/school-policies-and-documents
mailto:dpo@qe.org
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25. Policy availability   

25.1. Parents, prospective parents and carers can access this policy on the Parent 
Portal or the Collegiate website . 

25.2. Hard or electronic copies of this policy can be requested from the PA to the 
Principal at esd@qe.org.   

25.3. A hard copy can be made available to view during normal Collegiate opening 
hours, on request from the PA to the Principal at esd@qe.org.    

25.4. This policy can be made available in large print if required.  

25.5. Policies are available to all staff on the Home SharePoint page - Policies and 
Procedures 2023-25.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.qe.org/home/about/school-policies-and-documents
mailto:esd@qe.org
mailto:esd@qe.org.%E2%80%AF%E2%80%AF
https://ethelburgas.sharepoint.com/:f:/r/sites/home/All%20Staff%20Documentation/Policies%20and%20Procedures%202023-24?csf=1&web=1&e=4DlMGw
https://ethelburgas.sharepoint.com/:f:/r/sites/home/All%20Staff%20Documentation/Policies%20and%20Procedures%202023-24?csf=1&web=1&e=4DlMGw
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Version Control Table    

Version 
Number  

Purpose/Change  Author  Date  

1.0   • The annual policy review concluded on 30 
June 2024.  

• This policy was published with effect from 01 
September 2024.   

• Data Protection 
Officer 

   01.03.2024  

1.0 
Amendments 
and  
updates   

• Updated links and references throughout this 
document and in the table on pages 1 and 2 
to include:  

 Keeping children safe in education (DfE, 
September 2024) (KCSiE)  

 Working together to safeguard children (DfE, 
26 March 2015, updated 23 February 2024) 

 Information sharing advice for safeguarding 
practitioners (DfE, 26 March 2015, updated 01 
May 2024) 
  

• Head of Regulation   01.09.2024 

1.1 
Amendments 
and  
updates   

• Updated links and references throughout this 
document and in the table on pages 1 and 2 
to include:  

 Statutory framework for the Early Years 
Foundation Stage (DfE, 04 September 2023, 
updated 01 November 2024) 

 SEND code of practice: 0 to 25 years (DfE and 
DHSC, 11 June 2014, updated 12 September 
2024) 

 Equality Act 2010: advice for schools: 
departmental advice for school leaders, school 
staff, governing bodies and local authorities 
(DfE, May 2014) 

 Data protection in schools - Guidance (DfE, 3 
February 2023, updated 18 December 2024) 

 

• Added in sections 24. Sharing of data and 
confidentiality and 25. Policy availability. 

 
 

• Head of Regulation   21.12.2024 

 

 

 

 

 

 

 

https://www.gov.uk/government/publications/safeguarding-practitioners-information-sharing-advice
https://www.gov.uk/government/publications/safeguarding-practitioners-information-sharing-advice
https://www.gov.uk/government/publications/safeguarding-practitioners-information-sharing-advice
https://www.gov.uk/government/publications/send-code-of-practice-0-to-25
https://www.gov.uk/government/publications/send-code-of-practice-0-to-25
https://www.gov.uk/government/publications/send-code-of-practice-0-to-25
https://www.gov.uk/government/publications/equality-act-2010-advice-for-schools#full-publication-update-history
https://www.gov.uk/government/publications/equality-act-2010-advice-for-schools#full-publication-update-history
https://www.gov.uk/government/publications/equality-act-2010-advice-for-schools#full-publication-update-history
https://www.gov.uk/government/publications/equality-act-2010-advice-for-schools#full-publication-update-history
https://www.gov.uk/guidance/data-protection-in-schools
https://www.gov.uk/guidance/data-protection-in-schools
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Appendix 1  
Retention Periods 
 

Examples of retention periods for data  
Provided by the Independent Schools’ Bursars Association (ISBA) 
 

Type of Record/Document 
 

Suggested 1 Retention Period 

SCHOOL-SPECIFIC RECORDS 

Registration documents of School 
 

  

Permanent (or until closure of the school) 

Attendance Register 
 

 6 years from last date of entry, then archive.  

Annual curriculum  From end of year: 3 years (or 1 year for other class 
records: e.g., marks / timetables / assignments) 

INDIVIDUAL PUPIL RECORDS 
 

 NB - this will generally be personal data 

Admissions: application forms, assessments, records of 
decisions 
 

 25 years from date of birth (or, if pupil not admitted, 
up to 7 years from that decision). 

Examination results (external or internal) 
 

 7 years from pupil leaving school 

 Pupil file including: 

o Pupil reports 
o Pupil performance records 
o Pupil medical records 

 

   

ALL: 25 years from date of birth* 

* Unless there is good reason to consider this may be 
applicable evidence in a medical negligence or abuse 
claim. 

Special educational needs records (to be risk assessed 
individually) 
 

 Date of birth plus up to 35 years (allowing for special 
extensions to statutory limitation period) 

SAFEGUARDING 
 

  

Policies and procedures 
 

 Keep a permanent record of historic policies 

 DBS disclosure certificates (potentially sensitive 
personal data & must be secure) 

  

 No longer than 6 months from decision on 
recruitment unless specific DBS reason for retention.  

EMPLOYEE / PERSONNEL RECORDS 

Contracts of employment 

NB this will almost certainly be personal data. 

Minimum - 7 years from effective date of end of 
contract 

Employee appraisals or reviews and staff personnel file 
 

Duration of employment plus minimum of 7 years 
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